This talk will contain references to physical
and psychological violence.
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ABOUT SIMPLY SECURE

Simply Secure (http://simplysecure.org) is a design
nonprofit based in Berlin and NYC, founded in 2014.

We design and support responsible technology that
enables human dignity.

We offer design and strategy support for:

> Open technology tools

> Privacy, security, decentralization,
transparency, human rights tools

> Nonprofits working in and around technology
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3 KEY CONCEPTS

1. Stress cases

2. Threat modeling
3. Persona non grata




1. Stress cases

When extreme conditions lead
to unintended situations




ZOOM

“Let's make
videoconferencing quick and
easy.’

> 4 April 2020:
Charlevoix, Michigan
(population 2513)

city council meeting
interrupted with
pornography and
racial epithets




ZOOM CONT.

> Features to prevent zoombombing do exist, but...
>> They're not on by default
>> They're hard to find
>> They need explanation

> |s every city council member supposed to know
this?



FACEBOOK

“Let’s help people collect and share
meaningful moments in their lives.”

> In 2016, Eric Meyer’'s daughter Rebecca died of a @

brain tumor at age 6
> Facebook showed him “memories” of her with
happy graphics

Image: meyerweb.com


http://meyerweb.com
http://meyerweb.com

AIRBNB

accommodations online."

> Qver 20,000 Airbnbs in Barcelona (2017)

> 20 million people/year come to
Barcelona, a city of 1.6 million

> Rising rents, unlivable neighborhoods,
residents’ quality of life declining

“Let's make it easy for people to post tourist
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EXTREME CONDITIONS

Growth

Adoption

Publicity \
Urgency .
Demand

Disaster

Tragedy
Psychological stress
Unintended use cases
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2. Threat modeling

ldentifying and addressing
potential harm to a person
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# What is this man doing?
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Study the person
Study the context

What m




GOIJQIQ how to secure compuier x L5
People also ask
How ca | aecure my home computar? v
How can | eacure my laptnp? v
How ca | secura my computer fram unauthorizad accass? v
Howi can | secure my operaling syslem? v
Frorisooh

iap.me lach » 10:ipstc-makasmur-computasmore-s... v

10 Tips to Make Your Computer More Secure

10 Tipa to Make Your Computer Mora Sacure. By lan Andarzon Cray | 7 | Lest Updsied
Nowarmber 12, 2019, barbad wire, Twes1158 » 8hare 26 - Share27.

wen bus nassnewssaily.rom . Sacurily ¢

Haw to Secure Your Computer From Hackers

Jan 10, 2019 - 12 Ways to Secura Your Computer From Hackers, Dy Jack e Dove, Contibuting
Winter Jauary 10, 2018,

suppart.micresnf com s anaus s windauskaapapoare . ¥

Keep your computer secure at home - Windows Help

Apr 6, 2020 « Tips §o protact yvour computar. Uss a fimwall. 'W ndows 10 and Windows 2 have a



This might be

safe for some
people
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(but this
| probably isn't)




ASK ABOUT THREATS

>  Whateeuld-hurtyeu? Too invasive and scary!

> |s there anything that would help you feel safer?
More confident?

> What sorts of things do you do to help yourself
stay safe [in this context]?

> What advice do you give others to stay safe [in
this context]?

> |s there anything here that looks like it might
break easily?
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3. Persona non grata*

A user you don't want

* After Cennydd Bowles, Future Ethics



This is the “unwanted person” you probably have in mind



PERSONAS NON GRATA

Stalker .

TR Surveillance Truther Abuser
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Swarm Prankster

Fraudster Naif  ophortunist



THE NAIF

Doesn't know the unwritten rules of how to
behave in a certain context, and as a result
ends up hurting themselves or others.

// A baby or pet locks someone out of their
account permanently

// A kid buys $5000 of IAPs

// A excited new homeowner posts pictures
of the keys to their house, as well as the
address, on social media

(| \‘



THE OPPORTUNIST

Finds loopholes and workarounds within your
business model, allowing them to make or
save money in a way you don't want.

// Someone stockpiles medical supplies and
sells them for a markup on your marketplace
// Someone uses your platform to post huge
files for download

// Someone makes multiple accounts to trade
discount codes



THE TRUTHER

Denies social, scientific, or legal consensus, Y
: : L -
playing on emotions and the multiplying 4
° ° " ” ‘ \
power of virality to tell “the real story. Y

// Posting that COVID-19 is a hoax, Kamala
Harris isn't eligible to run for US vice president,
climate change is not caused by humans,
Black Lives Matter protests are violent... you
know what, let’s stop there




THE PRANKSTER

Disrupts or causes chaos for the sake of
notoriety, money, pleasure, or power.

// Causing seizures with blinking images

// Abusing homeless people on video

// Inserting unlabeled, unwanted
pornographic or violent images

// Making people think something bad has
happened (house robbed, computer hacked,
child died) when it hasn't




WHY NO “RACIST"?
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Swarm .. Opportunist

Prankster Fraudster Naif



WHY NO “HACKER"?

BER B

Stalker Digital Digital Digital Digital
__ Terrorist Surveillance Truther Abuser
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Digital .. . Digital
Swarm Digital Digita Digital Opportunist

Prankster Fraudster Naif



WHY NO “TROLL"?
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Prankster Fraudster Naif



THE SIMPLEST WAY TO USE THEM

Tell the story of a stress case.

Prevent it!



LET'S DO IT TOGETHER!
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LET'S DO IT TOGETHER!

Airbnb
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Slides and templates at:

http://simplysecure.org/
designunderpressure

#designunderpressure

molly@simplysecure.org

@mollyclare
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A MORE DETAILED TOOL

THE
SIREN
*

What weuld using
your proeduct "too much"
look lixe?

HE THE
FORGOTTEN SERVICE DOG

>arts of ther Iives?
nwhkat Mtuationn mwight H D
npprapriate ar dictracting ta
ush your product

tarotcardsoftech.artefactgroup.com
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Use your creativity and
empathy to make your
designs ready for stress
cases.

We covered 3 methods:

> Personas non grata
> Threat modeling for personas
> Anxiety games

Slides and templates at:

http://simplysecure.org/
designunderpressure

#designunderpressure



http://simplysecure.org/designunderpressure
http://simplysecure.org/designunderpressure
http://simplysecure.org/designunderpressure
http://simplysecure.org/designunderpressure

