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Corporations and
governments gather
data about us

Image: Kajart Studio’s Tor Browser explanation
http://www.kajart.com/portfolio/tor-project-educational-animation-english/


http://www.kajart.com/portfolio/tor-project-educational-animation-english/

LaeEan iy Twitter fights for disclosure of national security letters
Posted Feb 14, 2017 by Kate Conger (@kateconger)

S rlylin]s|o]n|=lr

Popular Posts
AdChoices [
Crunchbase

Twitter -

Twitter and US

Twitter is fighting to disclose how many times the government has secretly accessed its

users’ data — and a judge may soon allow the company to do so. Twitter's fight has been FOUNDED
2006

ongoing since 2014, and the company recently saw progress when it was allowed to publish

National Security
Leltters in 201 4 two national security letters. e

Twitter is a global social networking platform that
allows its users to send and read 140-character

The government uses national security letters (NSLs) to extract user data from tech messages known as "tweets”. It enables registered
. L ) . users to read and post their tweets through the web,

companies that are often unwilling to hand it over without a legal fight. short message service (SMS), and mobile applications.
As a global real-time communications platform,

The letters are not reviewed by a judge and are instead issued directly by the FBI. They're ot e b sl e
and 255 million monthly active users around ...

also often accompanied by indefinite gag orders that prevent companies from ever
LOCATION

disclosing that they received the letters, or notifying their users that they were targeted for San Francisco, CA

surveillance.

CATEGORIES
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iKettle hack proves wifi

vulnerability #loT
#securityfail
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http://www.theregister.co.uk/2015/10/19/bods_brew_ikettle_20_hack_plot_vulnerable_london_pots/
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http://www.theregister.co.uk/2015/10/19/bods_brew_ikettle_20_hack_plot_vulnerable_london_pots/

loT botnets break the

internet by overwhelming
capacity (DDOS attacks)

https://krebsonsecurity.com/2016/09/the-democratization-of-censorship/


https://krebsonsecurity.com/2016/09/the-democratization-of-censorship/
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Dunkin' Donuts

Dunkin' Brands Germany

Version 1.2.3 can access:

App permissions o Locsion
s u r p ri S e p eo p I e « approximate location (network-based)

« precise location (GPS and network-based)

B8 Photos/Media/Files

« read the contents of your USB storage
« modify or delete the contents of your USB storage

= Storage

« read the contents of your USB storage
« modify or delete the contents of your USB storage

' Wi-Fi connection information

« view Wi-Fi connections

@ Other

« receive data from Internet

« Vview network connections

« full network access

« prevent device from sleeping

» read Google service configuration

Updates to Dunkin Donuts may automatically add

additional capabilities within each group. Learn more Close



This login flow leaks

user data without
being hacked

ASHLEY MADIS#~ N’

Life is short. Have an affair.®

Login

Username

Password

Your login information is not correct. Please try again.

Login

Forgot your username or password? Click Here

You must have a valid "Username" and "Password" to access our services.
Please click here to register.

For additional service or support, please Contact Us.

Forgot Password?

Please enter the email address used on your Ad Profile. Your log-in information
will be sentto this email address.

Email Address

Send

For additional service or support, please Contact Us.

Ifyou are already a member and have accessed this page in error, click here to
login

Graphic by Troy Hunt
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Sina Weibo WeChat Dianping Dangdang QQ Phone Butler
ssess LB T ADIPM . . 120 PV v seess LB T 4WPM RY shewr CRIREL T 400 M . cocce SHBA v & 41PN —
xfRL AR R
vy anan
iﬁggfﬂﬁmi’é ®) anus

Beyond “usable,’
interfaces must be

understandable,
accountable, trusted

Graphic by Dan Grover



Browser HTTPS E?;zfzrror Ez‘jﬁfzrror HTTP EV Malware

Chrome 48 Win & https://wwv | [ https://mixe | (X b#ps://wro | [ www.exam| ||‘Eﬁ Symantec Co | | https://dow
Edge 20 Win [5 example, https vrong.host bads: example.com || A Symantec Co | © Unsafewebsite den
Firefox 44 Win 8 https://www.e | B  https://mixec | @  https://expire | @&  www.example [ @ Symantec Corpo | @  https://spacet

Safari 9 Mac
Chrome 48 And
Opera Mini 14 And
UC Mini 10 And
UC Browser 2 iOS

Safari 9 i0S

& example.com

2] https://v
& www.exam,
(1) Example D

@ Example Do.

& example.ci

mixed.badssl.c
nttps://mixe

mixed.badssl.c
(1) mixed.bad:

- o

@ mixed.bads..

mixed.badss

URL hidden
) hitps://y

wrong.host.ba

Blocked

) wrong.host..

example.com

WWW.examg

www.example

©) Example Dt

- -

@ Example Do.

example.con

5 s 211,377, |
ey Al -
- A" | \

2] https://v
& www.syma
‘1) Endpoint, C
) Endpoint, C.

& Symantec

downloadgam
nttps://spac
Unavailable
Blocked

Unavailable

Unavailable

Browsers also use

icons to communicate

security risk
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Read receipts use a

limited visual

vocabulary to change
behavior

eee00 Telekom.de LTE 23:17 = I

{ Messages  Mimi Details

Text Message
Fri, 1 Jul 23:25

ey Send

eee00 Telekom.de = 23:55 ¢ )

{ Messages  Chris Details

GOHHGGHGG

Read 28/08/16

Today 23:52

You're coming to Ignite
Berlin, right? It's going to
be great.

Because it's going to be
great &  \&

Delivered

0 0O

19

eee00 Telekom.de LTE 23:15 L E
{ Chats Chris Kramer (o

last seen today at 18:20

Fri, 1 Jul

& Messages you send to this chat

and calls are now secured with
end-to-end encryption. Tap for
more info.

Here's a new message from
my new phone. 22:43 W/




g;mndpeaﬁ_ Pricing  Help Sign In

Why Tunnel to Canada?

Browse Privately

Hide your IP address & location from ISPs,
advertisers and browse the web as if you're in
Canada

Block online trackers

Use TunnelBear to limit advertisers from
tracking everything you and your family do
online.

using an open network.

No Logging
TunnelBear does NOT log activity of users
connected to our service. Period.

ﬁ%w
Public WiFi
Secure your browsing on public Wifi from
prying third-parties or anyone else while

Content strategy,
brand, and tone are

opportunities to
communicate privacy




¥ slack

By using @channel, you are about to notify
63 people in 7 timezones. Are you sure?

Esctoe

dmins! Team settings control this warning

slackbot 07 A
& @scout shared your private file Design in Tech
Report in the group 'ss-ssg.

= Aaron Mackie 12:23 pPMm
o What is the wifi password for the office?

“ slackbot 12:23 pM
l Hey there! The password for the Acme WiFi

network is: AcmeSites2016

poher o tosend “ Aaron Mackie 12:23 PM
&

Pssst..a

Thank you!
‘ slackbot 12:23 pm

v
l No problem.

21

Slackbot reads all, but

doesn't comment in
1:1 direct messages

Note: Custom Slackbot responses occur in channels and in conversation

with Slackbot — not in direct messages with other team members. (That
would be rude!)
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OFF TARGET

IS A HIGH-TECH GUNSHOT
DETECTION SYSTEM ACTUALLY
REDUCING GUN VIOLENCE?

’I%ﬂlﬂ of ss?oct

- -

Shotspotter s otﬂetectlon system that pinpo

SAN FRANCISCO, CA

4,385 ALERTS san.1.2013- jun. 24,2015
UNFOUNDED/UNABLE TO LOCAT
1!412 GONE ON ARRIVAL d

76 REPORTS TAKEN

2 ARRESTS
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This is what 8 million Instagram followers does to your notifi...

13:02

Saretmy YO Jervany

Current notification
practices won't scale to an
loT/machine learning
world


https://www.youtube.com/watch?v=zGl796352RI&feature=youtu.be

UNDERSTAND
RISKTO
USERS

LEAD
THROUGH
DESIGN

PRACTICAL
ADVICE
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Phishing is the
attempt to obtain
sensitive
information like

~ user names
_ passwords
— credit card details

by masquerading
as a trustworthy
entity in an
electronic
communication.

— Adapted from
Wikipedia




Easy to spoof

Your site, not 3rd party

Content strategy and
site information

architecture prevent
phishing with good
URLs
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https://berlinstreetwear.siliconallee.com
https://berlinstreetwear.siliconalllee.com

https://berlinstreetwear.com/ezpay
https://berlinstreetwear.ezpay.com

https://ezpay.com/berlinstreetwear

http://berlinstreetwear.com/signup/?
1d=43289s32

http://acm.us2.list-manage.com/track/
clicku=db7c289da&id=e/70bf2b789&e



Dangerous URLs are

hard to detect on
mobile

P Q@ O o4 m 11:49

X @ https:/manage-myaccount.paypal.com ¢

' PayPal

(’
Email

(
Password

 —

Having trouble logging in?

Sign Up

ContactUs Privacy Legal Worldwide

A -ROR VR RARL

https://manage-myaccount.paypal.com-webapps
.verifcheck.com/signin/

Secure connection

Your information (for example, passwords or credit card
numbers) is private when it is sent to this site. Details

SITE SETTINGS
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The G Suite Team & B3 Archive - a...ott.com (All Mail)
Reminder: Upgrade to G Suite Business
To: Ame Elliott

Reply-To: The G Suite Team

See how G Suite Business makes a difference. Upgrade today >

G Suite

Boost team productivity with G Suite
Business.

Switch to G Suite Business to improve productivity and collaboration. Get

unlimited storage and advanced admin features that offer greater controls and
protection for your business.*

UPGRADE TODAY

Defense: Writing style

guide for consistent
tone builds trust

Aw, Snap!

Something went wrong while displaying this webpage. To continue, reload or go to another page.

If you're seeing this frequently, try these suggestions.

30
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Ii You haven't been to Facebook for a few days, and a lot happened while you were away.

Your messages will be deleted in a few days

Goto Facebo

_ @

PANTONE 3425 C
ORDER & PAY AHEAD ON THE STARBUCKS APP.
#00704A PICK UP AT YOUR STORE.

W Password Reset

Find your Twitter account . .
Find your twitter account

Enter your email, phone number, or username.
Enter your email, phone number, or username

Colors Typography

=3

Primary colors HEADING 1

- S@CUrItY's got to be
easy and intuitive

Our colors are bright and
punchy. Combine them
with warm, neutral shades
to create a friendly,

approachable color pallete Green Red Blue
oo O€CUrity’'s got to be easy and
intuitive
Secondary colors HEADING 3

. | Lot Security’s got to be easy and intuitive
Defense: Style gu ides ot e he econdary e
always try to pair them

with a primary color HEADING 4 Security’s got to be easy and intuitive
Orange Yellow Roboto bold @ 19px

codifying visual design
bUiId tru St o | : i o0 BODYTEXT  We are a service organization that works with users, software

Roboto regular @ 17px developers, user-experience experts, designers, and the

community of people striving to make ubiquitous privacy and

s 1ta 1A | IS | Y pu | P L 11




UNDERSTAND
RISKTO
USERS

LEAD
THROUGH
DESIGN

PRACTICAL
ADVICE
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Read receipts use a

limited visual

vocabulary to change
behavior

eee00 Telekom.de LTE 23:17 = I

{ Messages  Mimi Details

Text Message
Fri, 1 Jul 23:25

ey Send

eee00 Telekom.de = 23:55 ¢ )

{ Messages  Chris Details

GOHHGGHGG

Read 28/08/16

Today 23:52

You're coming to Ignite
Berlin, right? It's going to
be great.

Because it's going to be
great &  \&

Delivered

0 0O

34

eee00 Telekom.de LTE 23:15 L E
{ Chats Chris Kramer (o

last seen today at 18:20

Fri, 1 Jul

& Messages you send to this chat

and calls are now secured with
end-to-end encryption. Tap for
more info.

Here's a new message from
my new phone. 22:43 W/
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Ii You haven't been to Facebook for a few days, and a lot happened while you were away.

Your messages will be deleted in a few days

Goto Facebo

_ @

PANTONE 3425 C
ORDER & PAY AHEAD ON THE STARBUCKS APP.
#00704A PICK UP AT YOUR STORE.

W Password Reset

Find your Twitter account . .
Find your twitter account

Enter your email, phone number, or username.
Enter your email, phone number, or username

Colors Typography

=3

Primary colors HEADING 1

- S@CUrItY's got to be
easy and intuitive

Our colors are bright and
punchy. Combine them
with warm, neutral shades
to create a friendly,
approachable color pallete

Green Red Blue
oo O€CUrity’'s got to be easy and
intuitive
o o

Style 0 uides cod 'fy I i Security’s got to be easy and intuitive

= = colors by themselves,
visual design, and that

. . with a primary color orange Vellow o bl:;ﬁ«;l:d;;p: Security’s got to be easy and intuitive
consistency builds e e
AYK: 0. MYK- Sianne We are a service organization that works with users, software

tru St , Soli one Solid Roboto regular @ 17px developers, user-experience experts, designers, and the

community of people striving to make ubiquitous privacy and

s 1ta 1A | IS | Y pu | P L 11




Topics from the Knowledge Base

-

Artificial
Intelligence

™~ .

Foundations: . O = Howtoi/Security. ! .
Security, Privacy, Foundations: User * _ anacy,an“?” !
and Transparency Research Transparency

\

Internet of Things Opportunities\

https:/
simplysecure.org/
knowledge-base

Knowledge: User Secure
Research Communications
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Deep Forgetting: Desigmn‘§ for Prlvacy
ina World of' Machine Learning




Simply Secure



