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Simply Secure is a 
nonprofit for security, 
privacy, ethics, people
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You don’t need to be a 
cryptographer to work 
in security
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German culture 
is positioned for 
leadership in 
security



German culture 
is positioned for 
leadership in 
security



You are part of 
something, and 
people are 
depending on 
you
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Image: Kajart Studio’s Tor Browser explanation  
http://www.kajart.com/portfolio/tor-project-educational-animation-english/

Corporations and 
governments gather 
data about us 
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http://www.kajart.com/portfolio/tor-project-educational-animation-english/
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Twitter and US 
National Security 
Letters in 2014
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http://www.theregister.co.uk/2015/10/19/bods_brew_ikettle_20_hack_plot_vulnerable_london_pots/

iKettle hack proves wifi 
vulnerability #IoT 
#securityfail

11

http://www.theregister.co.uk/2015/10/19/bods_brew_ikettle_20_hack_plot_vulnerable_london_pots/


12https://krebsonsecurity.com/2016/09/the-democratization-of-censorship/

IoT botnets break the 
internet by overwhelming 
capacity (DDOS attacks)

https://krebsonsecurity.com/2016/09/the-democratization-of-censorship/


People give away 
personal data for the 
price of a coffee
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App permissions 
surprise people



This login flow leaks 
user data without 
being hacked

Graphic by Troy Hunt
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Graphic by Dan Grover
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Beyond “usable,” 
interfaces must be 
understandable, 
accountable, trusted



Browsers also use 
icons to communicate 
security risk
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Read receipts use a 
limited visual 
vocabulary to change 
behavior
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Content strategy, 
brand, and tone are 
opportunities to 
communicate privacy



Slackbot reads all, but 
doesn’t comment in 
1:1 direct messages
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San Francisco and 
other US cities have 
microphones listening 
for gunshots



Alexa and voice-based 
assistants know if 
English is our second 
language



Current notification 
practices won’t scale to an 
IoT/machine learning 
world

https://www.youtube.com/watch?v=zGl796352RI&feature=youtu.be
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The details that fight 
phishing build trust



Phishing is the 
attempt to obtain 
sensitive 
information like 

_ user names  
_ passwords  
_ credit card details 

by masquerading 
as a trustworthy 
entity in an 
electronic 
communication. 

– Adapted from 
Wikipedia
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http://berlinstreetwear.com/signup/?
id=43289s32

https://berlinstreetwear.siliconalllee.com
https://berlinstreetwear.siliconallee.com

https://berlinstreetwear.com/ezpay
https://berlinstreetwear.ezpay.com 
https://ezpay.com/berlinstreetwear

Easy to spoof

Your site, not 3rd party

http://acm.us2.list-manage.com/track/
clicku=db7c289da&id=e70bf2b789&e

Content strategy and 
site information 
architecture prevent 
phishing with good 
URLs 



Dangerous URLs are 
hard to detect on 
mobile
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Via Eric Lawrence @ericlaw https://twitter.com/ericlaw/status/900429796240277504



Defense: Writing style 
guide for consistent 
tone builds trust
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Defense: Style guides 
codifying visual design 
build trust
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People give away 
personal data for the 
price of a coffee
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Read receipts use a 
limited visual 
vocabulary to change 
behavior
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Style guides codify 
visual design, and that 
consistency builds 
trust
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https://
simplysecure.org/
knowledge-base
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Join us 8 November in Berlin for a salon on UX + privacy 

 
https://simplysecure.org/underexposed/
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